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Managed Security Solutions 
Portfolio
Overview



Partnerships:

Vertek distributes its Managed 

Threat Detection & Response 

services into the market 

through a national network of 

MSPs, VARs, Solution 

Providers, Master Agents,

supporting customers with 50 -

2,000 employees (on average),

that operate within, or provide 

goods and services to heavily 

regulated industries.

About Us
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Managed Security Services 
• Small & Medium Business: Managed 

Detection and Response 

• Mid Market & Enterprise: Managed Threat 
Intelligence  

• Security Operations: Team of Industry Experts 

• AT&T Cybersecurity Platinum MSSP Partner:
Master MSSP, Product Advisory Board

Committed to Customer Success 
• Highest Industry Client Retention Rate

• Ongoing Research, Development, Innovation

• Facility Clearance, NIST 800-171, CMMC L3 
(In progress)

Est in 1988
• 110 Employees

• HQ in Colchester, VT, Offices in New Providence, NJ

3 Business Units:
• Telecom Operations

• Custom Software Development  

• Managed Cybersecurity



Capabilities & Industries
Industries Served:

▪ Financial Services

▪ Healthcare

▪ Automotive

▪ IT Solution Provider

▪ Retail

▪ Manufacturing

▪ Utility

▪ Public Sector

▪ Business Services

▪ Construction

▪ Legal

▪ Telecom

▪ Transportation

Certifications
• CISSP, CEH, CPT, CIH, CYSA+ Security+, Network+, AlienVault, AWS, Cisco, VMware, Microsoft, ITIL, PMP, and Java

Competencies
• Managed Detection and Response, Security Information Event Management, Threat Hunting, Malware Analysis, Threat Research, 

Forensics, Security Operation Process Design, Custom Coding & DevSecOps, Reporting and Analytics, Compliance 

Compliance
• NIST CSF/800-171, CMMC, ISO 27002/1, FFIEC/GLBA, SEC/OCIE, 23 NYCRR PART 500, SANS CIS, PCI, HIPAA, and SOC2

Custom threat intel
• Vertek labs team manages and maintains private threat pulses of Phishing, FS-ISAC, ES-ISAC, NCCIC and US-CERT threat 

indicators. These custom indicators are pushed real-time to your appliance. 
www.vertek.com
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Managed Security Services (MSS) Portfolio 
MDR - Managed Detection & Response  

MTI - Managed Threat Intelligence  

Solutions designed around AT&T Cybersecurity Unified Security Management (USM) Anywhere Platform 

MDR + MTI Custom
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What’s included: 

Security Tools:
AT&T’s Unified Security Management Anywhere (USM-A) Product
Vertek Client Portal, Ticketing Platform and SOC Tools (e.g., 
forensics, malware, reconnaissance, analytics, etc.)

Security Operations: 
Vertek 24/7 Security Operations Center 

Service Analytics: 
Vertek Monthly MDR Reporting   

Account Management: 
Vertek Quarterly account review 

✓ Managed threat detection & response tools
✓ Human security alarm triage
✓ Human response guidance
✓ Monthly security operations MDR reporting  
✓ Quarterly technical account review 

Managed Detection & Response 



Security Tools:  Simplifying the Security Stack

Asset discovery
Know who and what is connected to 

your environment

Vulnerability assessment
Know where the vulnerabilities are on your 

assets to avoid compromise

Behavioral monitoring
Identify suspicious behavior and potentially 

compromised systems 

Intrusion detection
Know when suspicious activities happen in 

your environment

SIEM & log management
Correlate and analyze security event data from 

across your network and respond

Security & compliance reporting
Pre-built, customizable reports for regulation

standards and compliance frameworks

Endpoint detection & response
Continuously monitor your endpoints in the 

cloud and on premises to detect threats and 
changes to critical files.

A unified security platform for 
threat detection, incident 

response & compliance
MSSP USM /  2020 / © 2020 AT&T Intellectual Property

As Required By Regulators = Providing a Layered Approach to Cybersecurity

Vertek MDR

Vertek MDR

Vertek MDR

Vertek MDR

Vertek MDR

*Included in Vertek MDR

Vertek MDR

Vertek MTI
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Vertek MDR Service Scoping to Activation

No need to set up a 24/7 Security Operations Center (SOC), we’ve done it for you

MANAGED DETECTION RESPONSE (MDR)
✓ Managed threat detection
✓ Human security alarm triage
✓ Human response guidance
✓ Monthly security operations MDR reporting  
✓ Quarterly technical account review 

REMOTE SENSOR(S)
Virtual or physical remote 

sensor(s) deployed on-prem 
and/or in could hosted facilities 

(e.g., AWS, Azure, etc.)

Scoping

Planning

Activation
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MDR: SIEM Based 24x7 Detection & Response



www.vertek.com 9

MTI: MDR + Advanced Analytics, Intelligence, Reporting
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MDR, MTI Feature Comparison
Managed Security Solution Features MDR MDR+MTI

Baseline inventory scanning and asset registration Included Included

Baseline vulnerability environment scanning Included Included

Baseline event correlation, tuning and alarm trimming Included Included

Basic threat dashboard and report creation Advanced Advanced

SIEM tuning Continuously Continuously

Vulnerability scanning Weekly Weekly

Network IDS and endpoint monitoring Included Included

Security Orchestration, Automation and Response (SOAR) Included Included

SIEM alarm monitoring and analysis Included Included

Remediation guidance Included Included

Quarterly service/relationship review with TAM Included Included

Lifecycle and compliance report management NA Included

Monthly service/technical security review with analyst NA Monthly

Advanced analytics/dashboard reviews NA Quarterly
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Managed Reports and Advanced Analytics 
Tactical MONTHLY – Immediate Security Alarms Items and Action Tracking 
• Inform management of relevant details, risks, current status and progress, tasks to be 

completed, and expected outcomes and dates – supporting regulatory compliance 
requirements, audits. 

Client Portal
Monthly Incident & Action 

Dashboard

Monthly Alarm Status Report 

– Last 30 days

MDR MDRMTI
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MTI: Monthly Incident 
& Action Dashboard

• Discuss Outstanding and Important 
Alarms, Vulnerabilities

• Provide Critical Prioritization and 
Remediation Guidance  

• Review Tuning and Maintenance Tickets
• Provides SIEM Total Events and Statistics
• Discuss Standard and Custom Reports
• Track Current Deployment Status and 

Environmental Changes
• Follow-Up on Network Changes and 

Critical Vulnerabilities
• Generate and Track Action Items for 

Client and Vertek
• Track Client Signoff on SIEM Filtering and 

Suppression 



USM & Other 
Specialized Tools
Real-time Monitoring

Correlation 
Free-form –Query

SIEM, Logger, IDS, Scanning

13

Incident Detection 
& Alarm Escalation  

MDR Security Operations

SOC Operations 
Ticket Management 
Advanced Analytics
Historical Analysis

SOC Tools

Collect security-
relevant events

Customer Assets 
On-prem, cloud or cloud applications 
that contain customer data (In Scope) 

Customer IR Contact(s)
Identified point of contact, backup 
contact, escalation contact (e.g., 

System Owner(s) or Administrator(s). 

Support Requests
Portal.vertek.com

Customer Requests
Customer identified security 
threat or support request

Security Operations 
Practices

Tier 1 

Cyber Intelligence, 
News, Vulnerabilities 

Tuning, Threat Hunting, 
Tune, Filter, Customize 

“outside the box” 
Analytics and health-
checks 

In-depth threat 
analysis

Tier 2 

USM SOAR 
Capabilities

Vertek 
OTX

Adv. Threat Intelligence Feeds
Private and public threat pulses 

Inform
and 
enhance  

Real-time monitoring 
(Seconds/Minutes) 

Respond
Block Activity 
Deactivate Account 
Continue to Watch 
Refer to a Outside Party, etc.

SLA driven response

In-depth analysis

Tier 3 Security Operations Director

Security Orchestration 
Taking active preventative 
measure to block threats 

Alarm

Alarm

Response

Response

Customer Assets 

Managed Tools 

Managed Services 

Alarm Capability

Response Capability

Diagram Key

Sensor(s)

Sensor(s) Sensor(s)

Alarm

https://cybersecurity.att.com/app
https://otx.alienvault.com/browse/global?section=All&q=vthelpdesk&include_inactive=0&sort=-modified&page=1&indicatorsSearch=vthelpdesk


Qualifications: 
• Cleared to work (e.g., drug and background checks, etc.)

• 2-5 years of experience in IT related work. Active mentor program in place.

• Experience with security tools, ticketing systems and compliance frameworks, CIA Triad

• Required Certification:  ACSE/AVSE 

• Industry Certifications: Security +, Network+, Linux+, CYSA, MTA

Core Competencies: 
• Demonstrated understanding adversary tactics and techniques (threat models and methodologies used)

• Demonstrated ability to apply security knowledge to identify and respond to threats

• Demonstrated ability to Identify and escalate security incidents to appropriate resources

• Demonstrated ability to make decisions and solve problems while working under pressure

• Demonstrated ability to troubleshoot and problem solve with thoroughness and attention to detail

• Demonstrated ability to communicate with all levels of management and company personnel

Security
Operations 
Incident
Escalation 

www.vertek.com

Qualifications: 
• DevSecOps experience, coding, and automation experience

• 10+ years of IT security experience

• 10+ years of IT networking experience

• Industry Certifications: OSCP, CISSP, CISA, CCNP, MCSA, MCSE, MCSD

Core Competencies: 
• Demonstrated ability to interpret security principles/standards and apply them to systems and operations 

• Demonstrated ability to perform service and security audits, work with auditors, and take lead of security projects and initiatives 

• Demonstrated ability to design and develop scalable and secure multi-tenant security services 

• Demonstrated ability to interpret analytics to provide program performance to the director and head of cyber 

• Demonstrated ability to interact with clients to obtain feedback, discuss analytics, integration, API development

• Demonstrated ability to provide quality work outputs in any aspect of security

• Demonstrated ability to achieve trusted security advisor status among customers, peers and industry followers 

Qualifications: 
• 5-10 years of experience in IT security related work

• 2-5 years of IT networking related experience

• Industry Certifications: CEH, Pentest+, CASP, MTA, MCSA 

Core Competencies: 
• Demonstrated ability to understand client networks and support a broad range of security technologies 

• Demonstrated understanding of risk management and industry compliance frameworks

• Demonstrated ability to proactively identify and communicate client satisfaction issues

• Demonstrated ability to provide security thought-leadership to clients

Tier 1 

Tier 2 

Tier 3 

Tier 2 

Security Operations Director 
VP Cybersecurity

Tier 3+ 
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▪ Inventory and correctly classify IT assets according to risk – so IT can effectively protect, monitor assets

▪ Periodically scan, assess and report on unpatched software, system vulnerabilities – so IT can 
proactively patch and update systems

▪ Continuously identify malicious entities probing the monitored systems and network – so IT and the 
business can know when attacks are occurring, who is attacking and how to block attacks

▪ Continuously monitor network traffic and system events for potential unsecure behaviors – so IT and 
the business knows if systems and data is being accessed by the wrong people

▪ Work with Customer IT to respond to identified malicious events to remediate them – so IT has expert 
cybersecurity engineers and analysts at their side, helping them to defend and protect the company

▪ Provide ongoing service auditing and will report on service effectiveness – so IT and Vertek can 
continue to improve the service and add value to Customer

MDR & MTI
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SLAs
Security Event Priority Internal Response Time Client Response Time

Severity 1: High.  Anomalous / Suspicious events and activities 
that indicate an attack in progress. Exploitation and system 
compromise.

1 hour  2 hours 

Severity 2: Medium.  Anomalous / Suspicious events and 
activities that have occurred in succession or resemble an 
unauthorized attempt to access a system.

2 Support Hours 4 Support Hours

Severity 3: Low.  Anomalous / Suspicious events and activities 
that alone might not constitute a major risk but should be 
monitored for repeat occurrences.  

8 Support Hours 24 Support Hours

Severity 4: Informational.  Security events and activities that 
should be brought to Client’s attention that may or may not 
need to be dealt with to prevent future security events or 
incidents.

24 Support Hours Informational only.  Included 
in monthly report  

• 24x7 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 365 days a year 
• 12x5 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 8am to 8pm EST, Monday thru 

Friday, and excluding US national holidays
• 9x5 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 8am to 5pm EST, Monday thru 

Friday, and excluding US national holidays
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Implementation

Sales Handoff 

Review MDS, 
contacts and PM 

milestones

Engage Client

Review MDS, contacts, 
PM milestones, 

perform TDG to deploy

Deployment 

Sensors, direct log 
sources, configure 

NIDS, HIDS, EDR, etc.

Test and Turnup  

QA deployment, 
features, and log 

sources

Base Tune 

Alarm, Filtering, 
Traffic & Policy 
Observations

Onboarding 30 to 45 days 0n average 

3-6 weeks   1-2 weeks

Reseller/Customer responsibilities?   
✓ Designate Vertek a technical onboarding contact.  A technical contact must have sufficient knowledge of their network, computing environment.   
✓ The technical onboarding contact must have the appropriate privilege and basic skillset to provide remote hands for deployment purposes. 

Managed Threat Intelligence

SOC Handoff

USM Central integration to Vertek – Alarm 
Forwarding , Review IR playbook, Review 

Vertek Client Portal

SOC Operations

Front-Line Alarm Triage, Threat Analysis, 
Remediation Guidance, Weekly Vuln 

Scanning and Tuning 

Monthly Security Reviews 

Reporting and Analytics. SOC, SIEM, AD 
Reports, etc.

Reseller/Customer responsibilities?   
✓ Designate an IT technical contact that has the ability to remediate alerts based on Vertek’s security guidance 

Phase 1 

Phase 2 

MTI Complete Onboarding & Lifecycle

Managed Detection Response
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Service MDR - Managed Detection & Response Functionality
Description Detect and respond to threats on premise, in the cloud or in cloud applications

Remote Deployment of Unified 
Security Management (USM) Solution

• Physical or virtual appliance deployment 
• Inventory scanning and asset registration
• Network and endpoint monitoring
• Baseline vulnerability environment scanning
• Event correlation, tuning and alarm trimming
• Basic USM dashboard and MDR report creation

Alarm Monitoring
• 24x7 Coverage for Severity Level 1
• 12x5 Coverage for Severity Levels 2
• 9x5 Coverage for Severity Levels 3-4

SIEM Tuning • Continuous

Ticket Creation • Included

Threat Analysis
• 24x7 Coverage for Severity Level 1
• 12x5 Coverage for Severity Levels 2
• 9x5 Coverage for Severity Levels 3-4

Remediation Guidance • Included

Automated Threat Response • Based on USM integration capabilities with Client technology

Client Portal 

• Service notifications
• Incident response contact and escalation documentation
• Request alarm or USM support 
• View and respond to tickets
• Industry feeds and advisories
• Track USM filtering and suppression 
• 2 portal accounts come standard

Unified Security Management (USM) 
console access

Read-only Appliance access (clients can access views and search but cannot make system changes that impact other users.). Actions 
Read-only can take: 
• Create dashboard and dashboard views
• View alarms page and alarm details
• View events page and event details
• View asset page and assets details 
• View vulnerabilities page and vulnerabilities details 
• View environment configuration issues and environment users
• View the saved reports page 

Lifecycle Management
• Platform updates, signature updates, platform maintenance
• Verification of Data Backup; configuration and job status
• Health monitoring of Service Software and Appliance

Service Reporting
• Monthly MDR report emailed to Client contacts (e.g., incident response activities, alarm analytics, change notifications, alarms

flagged for review, overall alarm deflection, etc.)

Service Review
• Quarterly Technical Account Manager guided service review to discuss performance, discuss Client roadmap, obtain service 

feedback, set high-level goals and objectives   
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Without visibility into attacks, threats and risks, it's 

impossible to measure, control and mitigate risk, 

capture a return on investment, and continuously 

improve your security or risk program to drive 

positive business outcomes. 

Vertek’s Managed Threat Intelligence (MTI) service 

expands the basic Managed Detection and Response 

service by providing a greater level of incident 

response and threat support, and access to 

dashboards and advanced analytics helping clients to 

advance their cyber-maturity, realize business value, 

and proactively reduce risk.

Service
MTI - Managed Threat Intelligence 

Functionality

Description MDR + Advanced analytics and Client security operations oversight 

Security Action 
Dashboard 

• Monthly incident and action dashboard creation 

• Monthly SIEM, SOC report creation and review

• Security concerns, questions and noteworthy items

• Monthly report repository 

Advanced Analytics 
Platform

• Client SAML authentication provider required

• Detect, protect and respond dashboards 

• Access to 35+ security visualizations and user guides 

• Ability to customize report visualizations and create dashboards

Service Reporting
• Ability to export reports from Vertek’s Client Portal or from the 

Advanced Analytics Platform

Service Review

• Monthly Security Analyst guided alarm review, report review, and 
tuning discussion (e.g., discuss outstanding and important alarms 
and vulnerabilities, help prioritize and set remediation activities, 
discuss standard and custom reports and document action items 
that carry forward month to month.) 
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Client Support Portal 
• Identifies IR Playbooks, SOC Handoff
• Provides Industry Specific RSS feeds 
• Request Alarm or SIEM Platform Support 

Client Portal 
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Monthly Alarm Status 
Report – Last 30 days

• Alarms by status – Who has the action 
items on security alarms

• Deflection – Tracks how well the SOC 
understands the client environment 

• Alarm information - Tracks the number of 
true positives sorted by severity

• Alarm information - Tracks the number of 
true positives vs. false positives

Analytics  



TIME, RESOURCE & RISK REDUCTION

Vertek will…
• Inventory and correctly classify IT assets according to risk – so IT can 

effectively protect, monitor assets
• Periodically scan, assess and report on unpatched software, system 

vulnerabilities – so IT can proactively patch and update systems
• Continuously identify malicious entities probing the monitored 

systems and network – so IT and the business can know when 
attacks are occurring, who is attacking and how to block attacks

• Continuously monitor network traffic and system events for potential 
unsecure behaviors – so IT and the business knows if systems and 
data is being accessed by the wrong people

• Work with Customer IT to respond to identified malicious events to 
remediate them – so IT has expert cybersecurity engineers and 
analysts at their side, helping them to defend and protect the 
company

• Provide ongoing service auditing and will report on service 
effectiveness – so IT and Vertek can continue to improve the service 
and add value to Customer

COST & RISK REDUCTION

Vertek’s MDR service…

• Reduces the need to hire 1st, 2nd and 3rd shift security 

analysts – saving $100,000 in additional salaries x 3

• Reduces the need to purchase, maintain, operate 

security information event & monitoring software –

saving the company an estimated software, 

maintenance and training costs of $30,000 per year

*TOTAL EST YEAR 1 SAVINGS: $330,000 

*Versus hiring additional analysts, engineers, and running, maintaining the SIEM internally
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Value & Impact of MDR, MTI



Supplemental Slides: MDR
MDR - Managed Detection & Response  

MTI - Managed Threat Intelligence  

Solutions designed around AT&T Cybersecurity Unified Security Management (USM) Anywhere Platform 

MDR + MTI Custom
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USM Includes Threat Detection Capabilities 

Open Threat Exchange® (OTX™)  Threat Indicators 

100,000 participants in 140 countries, 

contributing over 19 million threat 

indicators daily.

Included in MDR
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Advanced Threat Detection 

Cybersecurity Resources

Vertek Enhanced Capabilities 
Included in MDR

https://otx.alienvault.com/browse/global?section=All&q=vthelpdesk&include_inactive=0&sort=-modified&page=1&indicatorsSearch=vthelpdesk
https://otx.alienvault.com/browse/global?section=All&q=vthelpdesk&include_inactive=0&sort=-modified&page=1&indicatorsSearch=vthelpdesk


www.vertek.com 26

Private Cloud
VMware & Hyper-
V

Cloud Apps
Office 365, G-Suite, 
and Okta

Physical Infrastructure
On-premises servers & 
machines

Public Cloud
AWS, Azure, & 
hosted VPC 
Infrastructure

Tools Allow Vertek to Detect, Alert and Respond to Threats 
& Cyber Attacks Across All On Premise, Colocation, Cloud Environments
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Supporting the Alarm from Cradle to Grave 

Customer can respond via 
Email or Portal

• Advanced Threat Intel
• Threat Analysis 
• Remediation Guidance 
• SOC Ticket and SLA Response Metrics
• Client IDs (5001) vs. Client Names 

Vertek Analysis 
Validation 

Did it happen? 

Disposition
What does that mean?

Response 
What should my customer do?

SLA Metrics 
Available! 
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Providing NIST Compliant Processes

Sample Incident Reponses Playbook
Detection – Analysis – Contain/Eradicate – Recover – Post Incident Review 



Identify and                
Group Assets 

Identify assets, identify/integrate 
log capabilities, setup networks, 
asset groups, discuss key logging 

sources, policy requirements, 
understand unauthorized activity 

concerns, etc.

Threat Detection   Review 
and Implement threat detection 
capabilities (e.g., NIDS, Agents, 

OTX threat feeds, setup 
vulnerability scanning).  Prioritize 

as necessary key log sources 
deemed high value to detect 

common threats (e.g., firewalls 
and security appliances, NIDS, AD, 

DNS, public facing services)

SOC Validation & 
Scanning  

Log source validation, Alarm 
discussions, 

development/alignment of 
incident/response capabilities. 

Complete tuning/filtering 
activities with customer

24x7 SOC Monitoring 
Detection & Response 

(MDR)

SIEM Alarm Monitoring, Active 
Threat Hunting, Human Alarm Triage 
and Remediation Guidance, System 

Lifecycle Checks, Security 
Orchestration, Automation and 

Response (SOAR) Capability 
Integration on  a case-by-case basis.

Security Operations 
Reporting 

Alarm and security operations report 
will be sent to the customer each 
month security operations report 

detailing the number of open alarms, 
closed alarms, alarms flagged for 

review, overall alarm deflection rate, 
TP/FP and trending news.
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Managed Service Lifecycle 

Preparation

Detection 

Analysis 

Containment

Post-Incident

We eliminate the 
noise and help you 

prioritize the 
threats that put 
your business at 

risk

Security 
Threats

MDR

Incident Response 



Supplemental Slides: MDR+MTI
MDR - Managed Detection & Response  

MTI - Managed Threat Intelligence  

Solutions designed around AT&T Cybersecurity Unified Security Management (USM) Anywhere Platform 

MDR + MTI Custom
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Managed Threat Intelligence
Advanced Compliance & Analytics Package
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MTI extends active log retention license (30-day/90-day), provides additional security oversight (monthly 
action dashboard and human analyst led reviews) and delivers advanced SIEM/SOC analytics geared towards 
IT compliance officers/auditors and stakeholders



Managed Threat Intelligence
Without visibility into attacks, threats and risks, it's impossible to 
measure, control and mitigate risk, capture return on investment, 
and continuously improve your program to drive positive business 
outcomes. 

Through analysis, customized reporting, and actionable intelligence, Vertek helps companies advance their 
cyber-maturity, realize business value, and get to the next level.

• Asset and Risk Documentation, Tracking, Reporting
• Remediation & Resolution Tracking, Reporting
• Attack, Threat, Risk Trending, Remediation Reporting
• Audit Trail & Reporting for Compliance
• Advanced Oversight- Monthly Security Reviews Action Tracking Dashboard

www.vertek.com 32



Identify and                
Group Assets 

Identify assets, identify/integrate 
log capabilities, setup networks, 
asset groups, discuss key logging 

sources, policy requirements, 
understand unauthorized activity 

concerns, etc.

Threat Detection   Review 
and Implement threat detection 
capabilities (e.g., NIDS, Agents, 

OTX threat feeds, setup 
vulnerability scanning).  Prioritize 

as necessary key log sources 
deemed high value to detect 

common threats (e.g., firewalls 
and security appliances, NIDS, AD, 

DNS, public facing services)

SOC Validation & 
Scanning  

Log source validation, Alarm 
discussions, 

development/alignment of 
incident/response capabilities. 

Complete tuning/filtering 
activities with customer

24x7 SOC Monitoring 
Detection & Response 

(MDR)

SIEM Alarm Monitoring, Active 
Threat Hunting, Human Alarm Triage 
and Remediation Guidance, System 

Lifecycle Checks, Security 
Orchestration, Automation and 

Response (SOAR) Capability 
Integration on  a case-by-case basis.

Managed Threat 
Intelligence (MTI) Security 

Reviews 
Review SIEM filtering, tuning 

activities, detection, protection 
and response activities, alarms 

flagged for review, follow up on 
action items from previous 

month, set new goals, discuss 
changes or noteworthy security 

concerns
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Managed Service Lifecycle 

Preparation

Detection 

Analysis 

Containment

Post-Incident

We eliminate the 
noise and help you 

prioritize the 
threats that put 
your business at 

risk

MDR + MTI 

Incident Response 
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Managed Reports and Advanced Analytics 
Tactical MONTHLY – Immediate Security Alarms Items and Action Tracking 
• Inform management of relevant details, risks, current status and progress, tasks to be 

completed, and expected outcomes and dates – supporting regulatory compliance 
requirements, audits. 

Client Portal
Monthly Incident & Action 

Dashboard

Monthly Alarm Status Report 

– Last 30 days

MDR MDRMTI
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MTI: Monthly Incident 
& Action Dashboard

• Discuss Outstanding and Important 
Alarms, Vulnerabilities

• Provide Critical Prioritization and 
Remediation Guidance  

• Review Tuning and Maintenance Tickets
• Provides SIEM Total Events and Statistics
• Discuss Standard and Custom Reports
• Track Current Deployment Status and 

Environmental Changes
• Follow-Up on Network Changes and 

Critical Vulnerabilities
• Generate and Track Action Items for 

Client and Vertek
• Track Client Signoff on SIEM Filtering and 

Suppression 
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MTI Advanced SIEM/SOC Alarm Analytics Dashboards  

•Detect: Alarms by Intent

•Detect: Alarms by architecture

•Detect: True pos, alarm trend

•Detect: True pos. alarms by Intent, time of day

•Detect: True pos.Strategies by time of day 

•Detect: Alarms by plugin per month

•Detect: Alarms from 08:00-20:00 and weekdays 

•Detect: Alarms 20:01–07:59 and weekends

•Detect: Top Destination Countries

•Detect: Top Destination Orgs

•Detect: Top Source Countries

•Detect: Top Source Orgs

•Detect: Top destination ports

•Detect: OTX categories by month

•Detect: True positive alarms

•Detect: False positive alarms

•Protect: Active vulnerable systems CVSS >= 9:

•Protect: Vulnerabilities where risk accepted:

•Protect: Vulnerabilities where risk mitigated:

•Protect: All vulnerabilities not remediated:

•Protect: Days to remediate by host:

•Protect: Tracking vulnerabilities first seen, by day:

•Protect: Active Critical Vulnerable Systems:

•Protect: Vulnerability drill-down:

•Protect: Change types trends, auto interval:

•Protect: Changes by type per month:

•Protect: Change types by action:

•Respond: Sev (1s - 4s): Avg. Pickup times:

•Respond: Deflection Percentage

•Respond: Avg. days to resolution by severity:

•Respond: Avg. days to resolution when communicating:

•Respond: Alarms communicated by month:

•Respond: Avg. days to resolve alarms, trend:

•Respond: Communicated alarms by method:

•Respond: Alarm counts, time spent, days to resolve:

•Respond: All worked alarms:

Detect Dashboard
Visualizations:   

Protect Dashboard
Visualizations: 

Respond Dashboard
Visualizations: 

Dashboard User Guides  
CLICK HERE

Kibana Usage 
Tutorial

CLICK HERE

https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:AlarmsbyIntent
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsbyarchitecture
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos,alarmtrend
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos.alarmsbyIntent,timeofday(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos.Strategiesbytimeofday(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsbypluginpermonth
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsfrom08:00-20:00andweekdays(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarms20:01–07:59andweekends(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopDestinationCountries
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopDestinationOrgs
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopSourceCountries
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopSourceOrgs
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Topdestinationports
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:OTXcategoriesbymonth
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepositivealarms
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Falsepositivealarms
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:ActivevulnerablesystemsCVSS>=9:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitieswhereriskaccepted:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitieswhereriskmitigated:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Allvulnerabilitiesnotremediated:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Daystoremediatebyhost:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Trackingvulnerabilitiesfirstseen,byday:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:ActiveCriticalVulnerableSystems:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitydrill-down:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changetypestrends,autointerval:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changesbytypepermonth:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changetypesbyaction:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Sev(1s-4s):Avg.Pickuptimes:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:DeflectionPercentage
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolutionbyseverity:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolutionwhencommunicating:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Alarmscommunicatedbymonth:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolvealarms,trend:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Communicatedalarmsbymethod:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Alarmcounts,timespent,daystoresolve:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Allworkedalarms:
https://portal.vertek.com/display/KB/Definition+of+Terms+and+Design+Notes
https://portal.vertek.com/display/KB/Kibana+General+Usage+Tutorial%3A+Viewing+your+data
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R1 Detect Dashboard Images

•Detect: Alarms by Intent

•Detect: Alarms by architecture

•Detect: True pos, alarm trend

•Detect: True pos. alarms by Intent, time of day

•Detect: True pos.Strategies by time of day 

•Detect: Alarms by plugin per month

•Detect: Alarms from 08:00-20:00 and weekdays 

•Detect: Alarms 20:01–07:59 and weekends

•Detect: Top Destination Countries

•Detect: Top Destination Orgs

•Detect: Top Source Countries

•Detect: Top Source Orgs

•Detect: Top destination ports

•Detect: OTX categories by month

•Detect: True positive alarms

•Detect: False positive alarmsz

https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:AlarmsbyIntent
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsbyarchitecture
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos,alarmtrend
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos.alarmsbyIntent,timeofday(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepos.Strategiesbytimeofday(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsbypluginpermonth
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarmsfrom08:00-20:00andweekdays(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Alarms20:01–07:59andweekends(<timezone>)
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopDestinationCountries
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopDestinationOrgs
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopSourceCountries
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:TopSourceOrgs
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Topdestinationports
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:OTXcategoriesbymonth
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Truepositivealarms
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Detectid-(<timezone>)NIST:Detect-Detect:Falsepositivealarms
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R1 Protect Dashboard Images

•Protect: Active vulnerable systems CVSS >= 9:

•Protect: Vulnerabilities where risk accepted:

•Protect: Vulnerabilities where risk mitigated:

•Protect: All vulnerabilities not remediated:

•Protect: Days to remediate by host:

•Protect: Tracking vulnerabilities first seen, by day:

•Protect: Active Critical Vulnerable Systems:

•Protect: Vulnerability drill-down:

•Protect: Change types trends, auto interval:

•Protect: Changes by type per month:

•Protect: Change types by action:

NOTE:  Vulnerability data not possible across all SIEM 
deployments. Visualizations may be blank as a result. 

https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:ActivevulnerablesystemsCVSS>=9:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitieswhereriskaccepted:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitieswhereriskmitigated:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Allvulnerabilitiesnotremediated:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Daystoremediatebyhost:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Trackingvulnerabilitiesfirstseen,byday:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:ActiveCriticalVulnerableSystems:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Vulnerabilitydrill-down:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changetypestrends,autointerval:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changesbytypepermonth:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Protectid-(<timezone>)NIST:Protect-Protect:Changetypesbyaction:
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R1 Respond Dashboard Images

•Respond: Sev (1s - 4s): Avg. Pickup times:

•Respond: Deflection Percentage

•Respond: Avg. days to resolution by severity:

•Respond: Avg. days to resolution when communicating:

•Respond: Alarms communicated by month:

•Respond: Avg. days to resolve alarms, trend:

•Respond: Communicated alarms by method:

•Respond: Alarm counts, time spent, days to resolve:

•Respond: All worked alarms:

https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Sev(1s-4s):Avg.Pickuptimes:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:DeflectionPercentage
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolutionbyseverity:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolutionwhencommunicating:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Alarmscommunicatedbymonth:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Avg.daystoresolvealarms,trend:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Communicatedalarmsbymethod:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Alarmcounts,timespent,daystoresolve:
https://portal.vertek.com/display/KB/%28%3Ctimezone%3E%29+NIST%3A+Respondid-(<timezone>)NIST:Respond-Respond:Allworkedalarms:


www.vertek.com 40

Managed SIEM Reporting and Dashboards

Typical SIEM / MSSP Inefficiencies 
Ability to export/import reports, push default configurations or  

standards across industry or client base 

Typical SIEM / MSSP Gaps
Ability to measure operations and incident response metrics to 

track and drive continuous improvement
MTI SOC Reports and Advanced Analytics

SIEM Health and Real-Time Alarms and Metrics

Vertek MSSP Custom SIEM Report Views
Note: Views must be approved prior to usage during readouts. Authorization of new views must be approved by an Engineer or 
above. 

View Index
Microsoft AD
o365 Audit
o365 Exchange
o365 SharePoint
Microsoft ATP
Cisco
FortiGate
Palo Alto
Dell SonicWall
Skype
Umbrella
Linux
MS Teams
Vulnerable Java
Team Viewer
Google Talk

40

Asset Reports

Alarm Reports

Threat Reports

Policy Reports

Event Reports

Security Technology Reports

Vulnerability Reports

USM Dashboard Threat Visibility
Multiple integrated technologies to detect, correlate and 

present real-time alarms and analytics in a single pane of glass

AlienVault® USM™ Reports

https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-MicrosoftAD
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-o365Audit
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-o365Exchange
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-o365Sharepoint
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-MicrosoftATP
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-Cisco
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-Fortigate
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-PaloAlto
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-DellSonicWall
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-Skype:
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-Umbrella
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-Linux
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-MSTeams
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-VulnerableJavaVersions
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-TeamViewer
https://confluence.vertek.com/display/PT/ANY:+Default+Views+For+Reporting#ANY:DefaultViewsForReporting-GoogleTalk
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Improving Security Program Maturity

Organizations operating within or serving 
regulated industries need a cybersecurity 
program that (among other things): 

• Inventories and correctly classifies assets according to risk 

• Identifies malicious entities probing systems and network

• Continuously monitors network traffic and system events for 
potential unsecure behaviors

• Responds to identified malicious events to remediate them

• Has the ability to audit and report effectiveness 
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SLAs
Security Event Priority Internal Response Time Client Response Time

Severity 1: High.  Anomalous / Suspicious events and activities 
that indicate an attack in progress. Exploitation and system 
compromise.

1 hour  2 hours 

Severity 2: Medium.  Anomalous / Suspicious events and 
activities that have occurred in succession or resemble an 
unauthorized attempt to access a system.

2 Support Hours 4 Support Hours

Severity 3: Low.  Anomalous / Suspicious events and activities 
that alone might not constitute a major risk but should be 
monitored for repeat occurrences.  

8 Support Hours 24 Support Hours

Severity 4: Informational.  Security events and activities that 
should be brought to Client’s attention that may or may not 
need to be dealt with to prevent future security events or 
incidents.

24 Support Hours Informational only.  Included 
in monthly report  

• 24x7 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 365 days a year 
• 12x5 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 8am to 8pm EST, Monday thru 

Friday, and excluding US national holidays
• 9x5 SOC Coverage: Service-generated alarms sent to Vertek Security Analyst, 8am to 5pm EST, Monday thru 

Friday, and excluding US national holidays
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Solution Deployment Models & Guidance 
Vertek Security Operations 

Service Tier
Which Option is Right for Us?  

Managed Detection and 

Response (MDR) 

Use Case: Our business may not have a formal cyber security program yet- could be on the list or in the early development stages, but we know our stakeholders want to limit risk to the 

business, protect the employees, our clients and our revenue streams.  In order to do this, we know we need to increase our threat detection and response capabilities.  We know from research, 

that it is too costly to develop in-house threat detection capabilities, evaluate/purchase tools, and/or manage dedicated security resources to effectively detect and respond to security threats or 

cyber attacks. We need to develop incident and response capabilities in days/weeks not months/years.  As a priority objective that we can build on, we are looking for a managed security vendor 

to integrate and manage their own people, process and security tools to help our organization quickly detect and respond to daily/unknown threats on-premise, in the cloud or in our cloud 

applications we subscribe to.  

• Target: Everyone 

• Why it works: Simple and cost-effective way to add essential enterprise managed detection and response capabilities  

• ($)15-day active logs for MDR purposes is recommended at this level

• New program launch in 2021

• Can be upgraded at any point during the contract term or at renewal 

MDR + Managed Threat 

Intelligence (MTI)  

Use Case: Our cyber security program or policy requires that we have advanced audit/logging, incident detection/response, vulnerability management, reports/analytics, etc. in place and the 

ability to demonstrate these capabilities.  We need a managed security partner that has experience with clients that have well-established policy and compliance requirements.  We are looking 

for a security partner to work as an extension of our IT and compliance team to help us improve our overall security posture and be a resource for security expertise and threat trends.  We have 

the time to attend monthly security review meetings and we can make use of proprietary security dashboards, and advanced metrics/trending used to continuously measure and improve security 

operations.    

• Target: Cyber Mature / Compliance Driven Customers

• Why it works: Simple and cost-effective way to meet many compliance and security due-diligence requirements with a single service. Vertek’s MTI program is guaranteed to provide value.

• ($$) 30-day active logs for MTI purposes are required for reporting (*minimum tier once MTI is added) 

• ($$$) 90-day may be required based on compliance requirements  

• Managed Threat Intelligence (MTI) service offering launched in 2015 

MDR + MTI Custom  

(RFI/RFP)

Use Case: My business is looking for a managed security partner that has the capabilities to develop custom security solutions, meet or comply with specific business or compliance 

requirements, or work with multiple vendors/partners.  We need a solution partner that has a deep channel partner network, that can make key connections/introductions and bring solutions 

together from multiple partners and providers. 

• ($$$$) Custom scope and pricing to completed

• National channel management program launched in 2015
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Ron Hruby | Vice President of Cybersecurity 

(M) 802.598.9313 

rhruby@vertek.com

Mark Dallmeier | Head of Channels 

(M) 602.410.7793 

mdallmeier@vertek.com

Sean McGovern| Channels Sales Manager 

(M) 480.544.0830 

smcgovern@vertek.com

Kristen Kennedy | Technical Account Manager 

(M) 802.777.0513 

kkennedy@vertek.com
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